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Dig Deep to Uncover Advanced Malware Threats
Fortify your defense against advanced malware threats with ThreatAnalyzer, 
ThreatTrack’s dynamic malware analysis sandbox. ThreatAnalyzer (formerly 
CWSandbox) provides the industry’s most powerful analysis engine, in-depth 
behavioral reporting, an intuitive interface, fine-tuned control and a streamlined 
analysis process – all with unparalleled simplicity and flexibility.   

Used in the most sensitive environments – including government security, defense 
and intelligence agencies – ThreatAnalyzer digs deep into malware to reveal its 
impact on your organization so you can respond quickly.

Key Benefits 

  Ease of use – Malware expertise is not required to submit samples.
  Single pane of glass – Data is efficiently combined from many different 

types of tools and sources into a single, easy-to-understand console.
  Fast determination – A series of machine-learning behavioral engines 

provide deep analysis of malware quickly and saves analysts the time and 
hassle of manual analysis.

  Productivity multiplier – Analysis times are reduced from hours or days 
to just minutes. Plus, you can boost security by drastically multiplying the 
number of samples analyzed in a day.

  Flexible customization – A wealth of customization options, including 
environments tailored to your organization, are offered for best results. 

  Multiple analysis comparison – Quickly spot vulnerabilities with side-by-
side comparisons of sample behavior analyzed across various operating 
systems, patch levels, systems configurations and application versions.

  Stealthy execution – Runs in the kernel to avoid detection and can even be 
run natively for the ultimate stealthy execution.

  Simple integration – Robust API supports straight-forward integration with 
existing security solutions, both for automated malware submission and to 
consume analysis results.

  Response/remediation insight – Use collected malware behavioral data as 
guidance to block, alert and remediate threats.

  Identify network vulnerabilities – Identify vulnerabilities by observing 
patterns of malware exploits against your specific environments.

Why You Need 
ThreatAnalyzer 
 
Malware Arms Race
Today’s malware arms race 
consists of ever-evolving threats. 
Security analysts struggle to 
combat advanced malware, 
Zero-days and multi-stage 
attacks that often target critical 
company assets.

Dynamic Analysis
Easily evading signature-based 
detection, advanced threats 
are most effectively discovered 
by observing their behavior 
through dynamic analysis in a 
controlled environment.  

Customized Environments
A fully customizable malware 
analysis solution is critical to 
understanding how malware 
will behave on your systems. 
Without the ability to mirror 
systems in your environment, 
analysts cannot accurately 
determine the malware behavior 
and, subsequently, the risk.

Try it Free
Experience ThreatAnalyzer 
with a free 30-day trial at  
www.ThreatTrack.com/
ThreatAnalyzer-Trial.
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Discover the benefits of ThreatAnalyzer today. For a free trial or to learn more, visit 
www.ThreatTrack.com/ThreatAnalyzer, send an email to Sales@ThreatTrack.com 
or call +1-855-443-4284. 

Maximum Flexibility to Delve Deep  
ThreatAnalyzer works much like using ground-penetrating radar when excavating 
hidden ruins – providing insights and alerting you to dangers that lurk just 
beneath the surface. In other words, it digs deep to help you catch potential threats 
and quickly understand the impact on your network. And since it’s built for the 
ultimate flexibility, it offers a host of highly advanced customization options like: 

  Client Customization: Create a series of client images that mirror your 
environments to see how malware affects your organization. Determine the 
potential impact of malware on your own machines, as well as patterns that 
point to a targeted attack.

  Plug-in Customization: Create customized plug-ins to gain control over 
the product’s behavior, whether during or after the malware’s execution.

  Malware Detection Rules: ThreatAnalyzer offers both its own automated 
rules to associate sets of behaviors with overall risk, as well as the flexibility 
to write and import custom rules from the analyst’s community.  

Expose Advanced Malware Threats 
ThreatAnalyzer automates behavior analysis to identify sophisticated malware 
through: 

  64-bit and 32-bit Microsoft Windows platforms: Recreate all your 32- 
and 64-bit operating system environments, including WoW64, for more 
in-depth and versatile analysis. Client platform support includes Windows 
XP, Vista, 7, 8 and 8.1. 

  ThreatAnalyzer Server platforms: Support includes RHEL 6.7 and 7.1, 
Ubuntu 14.04, and CentOS 6.7 and 7.1.

  Integrated threat intelligence: Malware behavior reports comprise 
top-level domains and subdomains flagged during automated analysis, 
correlating inbound and outbound traffic to potentially malicious IPs 
supplied by ThreatTrack’s ThreatIQ cloud-based threat intelligence services.  

Proven. Effective. 
 
Legacy of Success
ThreatAnalyzer has its origin as 
CWSandbox, one of the first 
commercially available sandbox 
solutions. It later gained acclaim 
as GFI Sandbox, widely known 
for its performance, efficiency 
and innovation.  

Trusted Protection
ThreatTrack has a 20-year 
history in cybersecurity, creating 
innovative cybersecurity 
solutions used by government 
defense, intelligence and 
law enforcement agencies, 
as well as global enterprises 
in highly targeted industries 
such as financial services, 
manufacturing, retail and 
healthcare. 

Try it Free
Experience ThreatAnalyzer 
with a free 30-day trial at  
www.ThreatTrack.com/
ThreatAnalyzer-Trial.

  


